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Abstract

Formalisms used to model real-time systems include (n&isvof) timed automata and timed
extensions of Petri nets. Timing perturbations are inhdrereal-time systems, and can be due to
measuring errors, imprecise clocks, non-instantaneomsmemications... They result in unexpected
shorter or longer execution times. A real-time system ropusatisfies a property whenever this
property holds in presence of small enough timing pertimhat

Above mentioned formalisms are mathematical idealizatiniwhich these timing perturbations
are completely ignored. To take them into account, we widlon the perturbation model of guard
enlargment. This model allows to ensure the existence ofr@coimplementation of the system,
thus bridging the gap between the mathematical idealzatial the finite-precision hardware. We
will present several recent results, including robust nkatiecking and robust controller synthesis,
both for timed automata and time Petri nets.

1 Motivations

Timed automata |4] and time Petri nets[17] are widely used for modelling real-tsteras. These
formalisms extend discrete-time models with dense-time variables, and algoritlontedds exist for
model-checking these models against temporal logics.

The semantics of these models involves continuous variables, and reliestloermatical idealiza-
tions of the real-time systems. In particular, it assumes, for instancecpeldeks for arbitrarily precise
time measures, and instantaneous actions. The correctness of a modeumdgpknd on these unre-
alistic assumptions. As a consequence, given a model whose corsebtieebeen proved w.r.t. some
property, it may be impossible to build a concrete implementation which satisfiegs$ired property.
Similarly, a synthesized controller may not be realisable on a real hardfarestance if it should take
decisions faster and faster.

In order to bridge the gap between mathematical formalisms and real implementaitibem, dif-
ferent approaches have been proposed which study robustntisedfsystemsi.e. their tolerance to
infinitesimal timing perturbations. In this paper, we will focus on the model afdenlargement [20],
which is theoretically appealing and allows to ensure the implementability of the moiigllly consid-
ered for timed automata, we will first describe these results, and thempresalts obtained for other
models, such as time Petri nets.

2 Timed automata

We start with a short (and incomplete) presentation of timed automata. Due toflaplce, we do not
give a detailed presentation of the semantics of timed automata, and refeadlee t@[5] for instance.

This work was partly supported by ANR projects ECSPER (ANR-2009€33069) and ImpRo (ANR-2010-BLAN-0317)
and by the European project Cassting (FP7-1CT-601148).



Figure 1: On the left, a timed automaton exhibiting so-called Zeno behaviourghéright, a timed
automaton from([20] in which, for any positive timing perturbations, locafiois reachable.

A timed automatory’ over some alphabétis a tuple(.Z, %, (o, E), where.Z is a finite set of locations,
% is afinite set of clocks/p € £ is the initial location andE is a finite set of edges. Formally, an edge
e= (¢,g,a,R ¢') € E is given by a source and a target locatiband/’, a labela € Z, a set of clockR
that should be reset to zero when the edge is taken, and a clock cangtrgiven as a conjunction of
upper and lower bounds on elementssf

To illustrate the robustness issues in timed automata, we consider two exarepletedion Figurgl 1.
On the left, the objective is to check whether or not it is possible to staydotievthe left location.
Actually, considering infinite executions and as clocis never reset, this is possible if and only if an
infinitely manya’s are executed within one time unit. Such behaviours, often called Zemwvioeins, are
well-known unexpected behaviours of mathematical formalisms. More ind@xamples do exist, as
one presented in [10], which has finitely many actions in any finite amount of imeequires that the
delays between two actions converge towards zero when global timgevavhich is another example
of behaviour that any real device is unable to implement.

Several works have considered robustness issues for timed automataain®is not to give an
exhaustive list, but to survey the main directions that have been corgidere

¢ In [14], Henzinger et al consider a topological definition whose aimtwaxbtain decidability of
language inclusion, but this problem remains undecidable.

e The present paper studies a parametric semantics based on guardrarlargThe first work on
this semantics is due to Puri [20], which studied a related parametric semeaagid dn drifts of
clocks. More details will be given in the rest of the paper.

e Other works are related to discretization of timed automata [15, 18] or studyethantics under
an unknown sampling raté [10] 1]. The goal here is to synthesize a sanpalragheter under
which some property holds, this is related to the implementability using digital cldscksot
directly to tolerance against imprecisions.

e An approach based on modelization is proposed |in [3]. The issues of impiaipiégy are ex-
pressed directly in the model, resulting in larger models.

3 Robustness analysis using guard enlargement

Given a timed automator’, we denote bye/s the timed automaton obtained by enlarging its guards
by the parameted, i.e. replacing every upper bound< b (resp. lower bouna < x) by the constraint
x< b+ (resp.a— d < x). Considering only non-negative values &t is obvious that every behaviour
in &7 also exists inds.

We consider in the sequel linear-time properties which can bevarggular properties, or even timed
properties such as those expressed in the logic MTL.
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Definition 1 (Robust Model-Checking)Given a linear-time propertg and a timed automataw/, de-
cide whether there existg > 0 such that all executions i, satisfy propertyp. If this holds, then we
say thate robustly satisfieg, and thatdy is a witness of this satisfaction.

Itis easy to observe that given two valde< &,, the set of runs of7, is included in that of75,. As
a consequence, i’ robustly satisfieg and if & is a witness, then, for evedj € [0, &, it holds that all
the executions in7z satisfy propertyp. This property can be understood as a “faster is better” property.

Relation to implementability The objective of robustness analysis is to guarantee the existence of
a correct implementation of the model. [n[13], it is shown that whene¥emobustly satisfies some
property ¢, then this ensures the implementability @f. In addition, two real characteristics of the
platform of execution, namely the precision of the digital clocks and thedspeéhe processor, are
directly related to the witnesd of the robust satisfaction af/ w.r.t. ¢. The faster-is-better property
states here that whenever the executiorsfs correct with some resources (precision, speed), then it
will remain correct for higher resources.

As a consequence, the following road map can be considered for telogment of correct imple-
mentations of real-time systems:

1. Perform the robust model-checking.af againstp
2. Identify some witnesé&y
3. Implementes, with constraints on the resources of the execution platform dependidg on

Note that for many kind of properties, points 1. and 2. are obtained simulialyed/Ne will present
existing results in the next section.

4 Existing results for timed automata

Robust Model-Checking Verifying that <75, satisfies some property for some fixglis a standard
model-checking problem. The robust model-checking problem we hagepted is related to parametric
timed automata, which are known to be undecidable. In our context, the particttoduction of the
parameter, and the monotonicity it induces in the model, allows one to pressmidakility.

We recap in the following theorem the main results known concerning thetrodss analysis. We
say that a timed automaton has progress cycles whenever all cyclesaelsefock at least once.

Theorem 2 ([12,[6,[8,[7]) Robust model-checking of safetyildBi, LTL properties for closed timed
automata is PSPACE-complete. Robust model-checking of coFlatMTadmént of MTL) for closed
timed automata with progress cycles is EXPSPACE-complete.

For all those results, a witnegg can be derived. The natural problem of the computation of the
largest value ofd for which the result holds has been considered_in [16] for the classabfifhed
automata w.r.t. safety objectives.

Shrinkability ~ Another approach has been proposed_in [22]. It consists in decidéudfiaient con-
dition for the implementability of a timed automate#. It can intuitively be stated as follows: is it
possible to shrink the guards of while preserving the behaviours of the timed automaton ?

If such a shrinking exists, then one can prove that it can be implementedhnasway that this
implementation is non-blocking and preserves all time-abstract behavibufs o

The operation of shrinking is the dual of that of enlarging guards.



Theorem 3([22]). For closed non-blocking timed automata, non-blocking-shrinkability isdddode in
PSPACE.

In addition, this approach is supported by a tooll [21] called Shrinktedchwis available online.
Some benchmarks are givenlin[21].

Robust Controller Synthesis In order to model controller synthesis problems for real-time systems,
a two-player game is often defined on timed automata. Controller suggests dathgactions, and the
environment answers by resolving the non-determinism associated withsg@ia sometimes may also
choose to execute some uncontrollable action. This game formulation is welhlarad has been widely
studied in the “exact” framework. There has been recently importantg@ssglone to handle robustness
issues in this context.

In order to lift the game formulation to the context of robustness, we will all@wetfivironment to
modify the delay proposed by the controller using some perturbation clroseminterval[—d,d]. For
a fixed value of, this defines a two player game, deno#g.<7). The resulting robust game consists
in deciding the existence of a positive valuedofor which controller wins the ganté;(.<7). Intuitively,
the strategy of the controller should thus be tolerant to some imprecisiond) @stactly corresponds to
the desired property of being robust.

The game¥s(</) has been studied for a fixed value ®&fin [11]. The parametric case has been
solved for deterministic timed automata in [23] and more recently for the full ofetisied automata:

Theorem 4([19]). For timed automata, the robust controller synthesis is EXPTIME-complete.

An alternative semantics has been considered]in [9] which imposes |éssti@ss on the actions
proposed by the controller. On the other hand, only reachability objecreestudied in this work.

5 Robustness of time Petri nets

Most of real-time systems are distributed by nature. Thus, in practicensyste often modelled using
networks of timed automata. An alternative formalism is that of time Petri nets. \Whiladed timed
Petri nets can be translated into timed automata, this does not hold for gémerBEktri nets. In addition,
the clock mechanism of time Petri nets is quite different from that of timed automata

We have considered robustness issues in time Petri nets in [2], and stodiddt extent results
known for timed automata can be transferred to this model. The robust moeiekiog of the most
simple properties (preservation of the set of reachable markings) isidadiée in general. On the other
hand, we have identified decidable subclasses for which differepepies have a decidable robust
satisfaction.

6 Perspectives

The most relevant theoretical perspectives concern robust consgiiehesis. In this setting, it would
be very interesting to extend our results to the presence of uncontrollies and to the setting of
concurrent timed games.

One can observe that the theoretical complexities of the problems preseirieitle with those of
the corresponding “non-robust” problems. However, while symbolicedficient algorithms have been
proposed in the “exact” setting, there is an important lack of such appesdor robust model checking
and robust controller synthesis. It is thus a major challenge to make psoigrthis direction in order to
develop the practical impact of robustness.
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