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Abstract -- This paper presents the modelling of a multi-

agent system at the basis of a computer tool for industrial 

operator’s decision making support. The agents that com-

pose the system implement a decentralized strategy to 

deal with contingency situations in industrial systems, 

based on the repair solutions approach. This paper dis-

cusses the agents’ architecture for the context of electrical 

power systems’ supervision and how to apply the pro-

posed strategy to real situations giving directions for fu-

ture work. 
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I. INTRODUCTION 

HE operation of industrial systems demands con-

tinuous supervision and control. This is usually 

performed by operators supported by SCADA (Super-

visory Control And Data Acquisition) systems. Han-

dling the industrial process data may represent a cogni-

tive overload causing operator discomfort and error. 

The typically centralized approach to decision making 

on its turn can increase the time necessary to imple-

ment repair solutions after an operational fault. Among 

the reasons for the delay in finding the optimum solu-

tion is the time spent in the communication between 

the people in control centres and the affected areas of 

the system.  

In the power system context all efforts are centred 

in preventing power supply interruptions since the user 

satisfaction is highly influenced by the frequency and 

duration of the power cuts [8]. Therefore in this con-

text, solving the restoration problem is a critical activ-

ity. It involves the technical problem to be solved 

bound by the time restriction imposed both by technical 

and financial implications. From the technical view-

point, there is a risk to equipment integrity when sub-

jected operate overloaded for long periods of time. 

From the economic viewpoint, electricity companies 

pay fines proportional to the duration of the service 

interruption. 
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This paper proposes a multiagent based system to 

support operator decision making during system recov-

ery after an operational malfunction. The multiagent 

system is based upon a decentralized control approach 

which aims to reduce recovery time after contingen-

cies. The proposed strategy is distributed as opposed to 

the centralized one often adopted. Due to its distributed 

nature the decision process must benefit from the avail-

ability of alternative control elements and the possibil-

ity of localized solutions which could reduce the time 

spent in the decision making process. Since the time is 

a critical parameter it is essential to provide the opera-

tor with efficient tools. Therefore this paper focuses on 

the presentation of a multiagent architecture to imple-

ment the recovery strategy proposed in [23]. 

The decentralized strategy was conceived as a po-

tential solution to minimize the time spent in commu-

nication during problem solving. It considers the exis-

tence of several decision centres distributed in the sys-

tem instead of a centralizing one. Since the time is an 

important parameter in the restoration process, it is 

essential that tools and processes exist to assist opera-

tors during decision making to ensure efficacy and effi-

ciency.  

The agents’ architecture is the first step to imple-

ment the decision making tool that will propose poten-

tial repair solutions based on the system evaluation and 

the negotiation between software agents. 

This paper is structured as follows. In section 2 it 

is presented an overview of the literature related to 

decision making aid systems. In section 3 it is pre-

sented the proposed decentralized strategy and the cor-

responding software agents and is followed in section 4 

by the software agent architecture. In section 5 it is 

presented the application of the agents’ architecture to 

the operation context of electricity transmission sys-

tem. In section 6 the strategy is evaluated in the context 

of the case study and section 7 presents the final con-

siderations and future directions for the work. 

II.    RELATED WORK 

The well known decision-making aid systems are 

largely used in the industry. The benefits include a 

more efficient operation and minimize the impact of 

system faults. Another important effect is to preserve 

the corporative knowledge relative to system operation 

normally detained by the specialist [17]. These systems 

are built on the basis of artificial intelligence concepts 

and techniques. Among the techniques employed in 

building decision making aid systems it is found Fuzzy 
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logic, genetic algorithms. Examples of those systems 

are found in areas such as medical diagnosis [15] and 

oil extraction and processing [9]. 

Besides the application context, these tools also 

differ in respect to their focus. Whereas some are de-

veloped to support the planning stages process opera-

tion, others focus on the operation itself. In [17], for a 

given scenario, fuzzy logic is used to determine the 

best project alternative for an oil production system. In 

[16] a software agent strategy is used to optimize con-

tainers use in port terminals. In [4], genetic algorithms 

are used to support an electric distribution system, but 

the focus of this solution is in the protection of the sys-

tem against one type of fault: earth-phase faults. 

The operation of critical systems such as electric 

systems and oil production systems, also benefits from 

the adoption of decision-making aids. In [18] it is 

found a hybrid system to handle contingencies in oil 

plants that uses software agents to perform inferences 

bases on fuzzy logic. In [3] it is proposed the use of 

various systems to detect oil leakage in ducts and thus 

minimize its financial and environmental costs. 

In the specific context of this work, which is to re-

compose an electric system after a contingency, there is 

the work presented in [13] that proposes fuzzy logic 

and heuristic search to help the operator during system 

restoration after a blackout. During the search for a 

solution, the objective is a real-time operational solu-

tion based only on “permanent regime” restrictions 

Another application related to system recovery is 

found in [5] which proposes a specialist system to iden-

tify and diagnose faults filtering alarms and presenting 

the operator only relevant information. In [1] it is pro-

posed a multiagent system to optimize the use of vehi-

cles when treating contingencies in the electricity dis-

tribution network reducing the time spent in the recov-

ery process. 

Most of the work mentioned above shares the 

same general purpose and application context as the 

one presented in this paper, which is system recovery 

after contingency. In contrast, the recovery strategy 

presented here is cooperative, since it is based on agent 

interaction to propose solutions to minimize the impact 

of the contingency over the overall system.  

III.    RECOVERY STRATEGY  

From the literature review, the major problems related 

to power distribution network supervision are: network 

protection in normal operation and in the event of dis-

turbances; and load sharing. The methods to solve 

problems during incidents are based on diagnosis and 

repair [21][20][7][19]. 

As already introduced in [23], we proposed a re-

covery strategy based upon the negotiation between 

software agents which are directly related to the ele-

ments or groups of elements of the real system. These 

agents reason according to rules and the state of the 

system variables.   

This strategy is based on the repair solution phi-

losophy [22][24] that aims to minimize the propagation 

of the problem through the most local possible resolu-

tion. In other words, it aims to eliminate the problem 

through the cooperation between the elements present 

in the neighbourhood, without the need of propagation 

to all the elements of the system. The implementation 

of this strategy demands the specification of the agent 

architecture and of their behaviour.  

It consists of four phases that are performed in a 

sequence until a solution is found or until all the phases 

have been performed: 

• Phase 1: Attempt of internal resolution, it 

consists in an attempt to solve the problem within the 

system element which has been disturbed.  

• Phase 2, Attempt of resolution in the same 

level of where occurred the disturbance. A negotiation 

exists between the elements located in the same hierar-

chical level in order to find a solution. 

• Phase 3, propagation to upper levels. The 

problem is propagated to an upper hierarchic level. 

This phase is repeated until the highest level of the 

hierarchy is reached. It is performed in two steps. First 

the problem is propagated to the hierarchical level im-

mediately above. In this step a request for cooperation 

is sent to an element directly connected to the disturbed 

one. In step 2 the receiver requests the cooperation of 

the other elements in the same hierarchical level. This 

phase can be repeated as many times as there are hier-

archical levels not yet reached in the search for the 

solution. 

• Phase 4, occurs when the highest hierarchical 

level is reached without a solution. In this context of 

system recovery it consists on a request for load shed-

ding based on a scale of priorities. That is made to 

guarantee that the most critical consumers continue 

being supplied and the system does not collapse.  

IV.    THE AGENT’S ARCHITECTURE 

As already mentioned, the decentralized strategy is 

based upon the software agents’ interaction. The pro-

posed agent’s architecture is composed of two layers: 

one physical and another decisional, plus an interface 

connecting them, as shown in Figure 1. The connecting 

interface manages the exchange of messages between 

agents and can be implemented by the use of sockets or 

API’s. 

 
Fig. 1 – Proposed agent architecture. 
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The agents have only partial knowledge of the en-

vironment and have their behaviour determined by the 

rules defined in the inference engine JESS (Java Expert 

System Shell) [6] that is a Java implementation of the 

framework for expert systems CLIPS, developed by 

NASA. Each agent has as behaviour plan, either a local 

plan or role protocols that guide its behaviour. The 

behavioural rules derive from norms that prescribe how 

the system operation must be restored after a contin-

gency. It follows the plan description.  

The Local Plan describes an isolated behaviour which 

does not demand interactions to be fulfilled. The Role 

Protocol represents the behaviour of an agent in inter-

action with another one. These plans are stored in one 

of the four modules that compose the agent, as it is 

shown in Figure 2.  

Each one of the four modules presented in the Fig-

ure has a specific function, as follows:  

• Communication Module: its function is to 

manage the message exchange between the agents. It 

verifies the correctness of the message from the points 

of view: syntactic (in respect to the ACL language 

grammatical rules) and semantic (if the message con-

text is known, through the name of the protocol being 

used); 

• Knowledge Module: stores the information 

that the agent has about himself (individual knowledge) 

and about the other agents (social knowledge). Among 

other information, it also stores the physical and cogni-

tive competences of the agent; 

• Expertise Module: while the competences, 

present in the knowledge module describe what an 

agent is able to do, this module contains a detailed de-

scription on how the agent should do it. This detailed 

description is present in local plans and role protocols;  

• Decision Module: controls the execution of the 

actions described in the expertise module by means of 

a behaviour plan manager. 

 

 
Fig. 2 – Software agent architecture. 

 

Building the agents starts by building a graphical 

description of their behaviour based on the formalism 

ABD (Agents Behavior Diagrams / RCA Représenta-

tion de Comportements d’Agents) [22]. The ABD rep-

resentation is composed by states and transitions in-

stantiated to the context of multiagent. ABD, as the 

other graphical formalisms used to describe the agents’ 

interaction protocol found in the literature, does not 

have a formal semantic [12], it offers only a semi-

formal specification of the agent interaction [14].  

The ABD graphic representation is in the XML 

format and is used as the entry to a translating tool into 

a JESS file with the agents’ rule structure. The rules 

can then be edited to represent the agents’ intended 

behaviour and the evaluation functions used by them 

before performing their tasks. The agents are then built 

using the JADE (Java Agent Development Framework) 

platform.  

The set with all agents compose a decision layer 

(shown in Fig. 1) to be later used as the top layer of the 

proposed decision-making tool. The JADE platform 

simplifies the development of multiagent systems sup-

plying a complete set of services in compliance with 

the FIPA specifications [2]. 

V.    APPLYING THE STRATEGY TO AN ELECTRIC POWER 

SYTEM 

The application domain chosen to validate the agents’ 

architecture and related recovery strategy was in the 

electric supply restoration, more specifically in the 

transmission system. The choice was based on the hier-

archical characteristics of the transmission system 

which allow dealing with individual subsystems. Cur-

rently in Brazil, in most electric companies the system 

has a central decision structure based on regional con-

trol centres which in turn are subordinate to a national 

centre in charge of the national grid. To operate the 

grid, it is necessary to ensure communication between 

all levels. 

From the operational point of view, the electric 

systems are subdivided into generation, transmission 

and distribution systems. In the event of a contingency 

there is the need for communication between hierarchi-

cal levels which can be very high and can contribute to 

longer periods of interruption with the related costs.  

To exemplify the use of the decision-making aid 

tool in the described context it follows the description 

of a simplified model of the sub transmission part of a 

power system, as shown in Figure 3. 

A. Case study model 

The following model represents a simplified vision 

of the real system and only takes into consideration 

information relative to: system loads, node tensions, 

and the transmission line parameters. Those parameters 

are the minimum necessary for analyzing the system 

dynamics through the Newton-Raphson flow calcula-

tion method. Although the transmission line length is 

not considered in the original method, this is going to 

be used by the agents to evaluate a cost function when 

choosing the best solution, in case there are many. 

The oversimplification imposed to the real system 

limits the scope of the results during validation, to a 

qualitative analysis of the possible solutions. In order 

to obtain a quantitative analysis it would be necessary 

to extend the system model to consider other variable. 

As a result the search for solutions would demand a 

higher processing power. Besides, the agents’ behav-
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iour must be considerably more complex in other to 

deal with a more complex model of the system. In turn, 

the raise in agents’ behaviour complexity demands 

more processing power and time to evaluate the rules 

which govern their behaviour. It remains to be investi-

gated if this extra processing power will be compen-

sated by raise in quality of the solution. Among the 

criteria to be adopted when evaluating the agents’ pro-

posed solution there is the time spent to reach it. If the 

real-time deadline is reached or surpassed, the strategy 

will be considered useless from the practical point of 

view. It must be pointed out that the software agents 

developed for this study have all the information rela-

tive to the operational limits and about the entire sys-

tem, so as to guarantee that system operation is accord-

ing to the programmed standards. 

The agent types that model this system are the fol-

lowing (Figure 3): 

• SE – Step-up substations (level 1); 

• SS2 – Sub transmission substations 2, directly 

connected to the step-up substations (level 2); 

• SS3 – Sub transmission substations 3 indi-

rectly connected to the step-up substations (level 3); 

• SD – Distribution substations, establish the 

system demand (level 4); 

• LT – Transmission lines (links between sub-

stations). 

 

 
Fig. 3 – Simplified representation of an electric sub transmis-

sion system. 

B. Contingency scenario 

The goal of the hierarchical division of this system 

is to establish clearly the boundaries of each stage of 

the recovery strategy, based on the repair solution phi-

losophy. For the scenario of a transmission line loss, 

more specifically the one connecting levels 2 and 3 as 

shown in Figure 3, one must establish the stages that 

compose the agents’ solution process. The stages de-

scription follows: 

• Phase 1 corresponds to a search for a solution 

internal to the disturbed element. In this specific case, 

it evaluates if there is another transmission line con-

necting the two elements and if so, if it would be able 

to transmit the interrupted flow, respecting the pre-

established operational limits. If this is not feasible, the 

second phase is initiated. 

• Phase 2, a negotiation is established between 

the elements located in the same hierarchical level, as 

the disturbed one, in search for a solution. The interac-

tions which represent the process of obtaining the solu-

tion in phase 2 are illustrated in Figure 4. 

• Phase 3 consists of propagation to upper hier-

archical levels. In the specific case it means that a 

power surplus is requested to elements in higher levels 

in order to keep supplying all the loads attached to the 

disturbed element. The negotiation starts by element 

SS3_1 sending a request to all the elements directly 

connected to it, in the higher level. If a solution is not 

achieved, SS2_2 sends a request for cooperation to 

SS2_1. This phase is repeated until the highest level of 

the hierarchy is reached. In case the problem is not 

solved on this phase a process of load shedding is initi-

ated in phase 4. 

• Phase 4 consists of a Load Reduction Process- 

That is made to guarantee that critical consumers con-

tinue being supplied and the system does not collapse. 

Initially SS3_1 sends a request to reduce the demand 

from its direct consumer SD1. In case this reduction is 

not possible begins the process of load shedding.  

 
Fig. 4 – MSC illustrating the agents’ interaction during the re-

covery strategy. 

 

To validate the agents’ solution, which is based on 

the proposed strategy it is necessary to follow the sys-

tem parameters’ behaviour along the various phases. In 

this particular case it was chosen the scenario where a 

transmission line is lost. Conceptually the strategy and 

modelled agents can be applied to other power system 

situations such as the loss of transforms, circuit break-

ers and other elements. Similarly the solution can be 

applied to other industrial contexts where operators 

must make decisions based on the state of the system’s 

variables. The software agents must interact and nego-

tiate in the search for solutions which can help opera-

tor’s decision making. 

In the simulation level, the interactions between 

agents depend on the complexity level of the system 

model, since this determines the volume of data that 

must be accounted for during the agents’ reasoning 

process. The decision on which data will be considered 

during reasoning is made in the stage before defining 

the agents’ behaviour rules, and is the result of the ap-

plication context and the intended level of realism. On 

the other hand, the interactions determine the complex-

ity of the interface layer between the system model and 

the supervisory software (e.g. SCADA). 

To minimize the addressing load in the data pack-

ages exchanged between agents, it is proposed to create 
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an interface agent in charge of routing the messages to 

the correct addressees. One could argue that such solu-

tion would leave a weak link in the communication 

system since a failure in such agent would interrupt 

communications. To avoid such problems it is pro-

posed to introduce redundancy in this agent’s structure. 

The authors acknowledge the potential weakness of 

this proposal, since the imposition that each message 

must contain the addressee’s information might raise 

the time taken to find an acceptable solution. To come 

to a more definitely conclusion it is necessary to ex-

periment with the interface layer analyzing from a 

cost/benefit point of view, and based upon a set of 

quality criteria such as the time, mentioned above.  

VI.    RESULTS DISCUSSION 

Having modelled the system and specified the agents’ 

architecture allowed anticipating questions and 

boundaries for this work which are now discussed. 

The first difficulty consisted in modelling the elec-

tric system with a reasonable degree of realism. The 

choice of a software tool to build the model posed 

some difficulties which are discussed next. 

The Anylogic
TM

 tool offers support for modelling 

various types of system, but does not make available 

the mathematical support for performing partial de-

rivates which is essential for the calculations of the 

simplest flow. Along with these calculations it is also 

necessary to convert each message exchanged between 

agents since those messages are treated as strings in the 

physical layer and as facts, by the JESS in the decision 

layer. 

Given the need for the mathematical support, the 

software MATLAB
® 

was chosen to implement the 

physical layer of the strategy. For the case of a simpli-

fied model dynamics which can be evaluated through 

the calculation of a single flow, the MATPOWER 

package can be employed, since it offers a set of files 

.m to solve the flow problem and the optimum flow 

problem [11]. 

Having solved the need for mathematical support, 

there are still two problems to be solved. One consists 

in the integration between the system model, built us-

ing MATLAB
®

 and the agent layer. The second prob-

lem that remains to be solved is to reduce the time 

taken to update system information in the physical 

layer.  

The first problem can be solved by using sockets 

and JmatLink, which is an API which allows using the 

MATLAB
® 

resources in applications Java, such as app-

lets and servlets from end users [10]. 

As for the second problem it is dependent on sys-

tem requirements and can lead into situations where the 

proposed strategy will not be suitable for real time ap-

plications. In spite of the limitations mentioned above, 

the proposed strategy would still be applicable to op-

eration management applications where the time con-

straints are not strict. 

VII.    FINAL CONSIDERATIONS 

Due to the economical and technical impact of the 

elapsed time for system restoration, the use of decision 

aid tools combined with a decentralized repair ap-

proach presents itself as an interesting choice for the 

industry. The multiagent architecture presented on this 

paper implements the decentralized strategy proposed 

to treat system contingencies. 

However, the proposal presented on this paper was 

only validated in simulation terms and based on a sim-

plified system model as the physical layer. The full 

evaluation of the decisional layer is still to be per-

formed and in particular the time taken by the interac-

tion between agents. As a criterion to evaluate this ap-

proach it is suggested to compare its results with the 

ones issued by others found in the literature. Among 

the criteria to evaluate the efficacy of the strategy are 

the response time and the processing load associated to 

it. 

Another aspect that must also be explored is the 

creation of a Log agent to register all the proposed so-

lutions and the actions taken during the restoration 

process. This record would be useful for auditory pur-

poses or for training purposes. 

As future work on this research it was considered 

the following actions: (1) to refine the system model to 

evaluate the agents interaction efficiency; (2) to include 

the log agent mentioned above; (3) to build the pro-

posed decision-making aid tool based on the agent ar-

chitecture proposed on this paper; and then (4) to com-

pare the results of the use of this tool with the results of 

the current centralized approach, both practical and 

found in the literature. Finally it is suggested to employ 

the strategy and related agents architecture to contexts 

other than electric systems. 
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